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Introduction : IP Address Assignment

We are familiar with the Internet as its reach continues to pervade even the most remote of homes
worldwide. Yet, one of the biggest challenges facing us in such a TCP/IP network is assigning IP addresses
and other configuration parameters for each device. No two devices on the same network may use the
same IP address without one being denied access, but this process of assigning and managing the IP
address resources can be a laborious and painstaking job for the network administrator. Hence, the arrival
of the Dynamic Host Configuration Protocol, or DHCP in short!

DHCP automatically allocates reusable network addresses, reducing the headache involved in the issuing
of new IP addresses and keeping track of the present set up. It also helps administrators make more
efficient use of limited IP address resources.
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Why do | need DHCP?

With the advent of many Internet appliances and peripherals, and the added connectivity between
computers within and without a business, assighing a unique IP address to each of these devices has
become an increasingly laborious task. In fact, without DHCP, the network administrator will have to keep a
manually-updated DNS database and assigh addresses as required. It is also required that the addresses
be manually entered at each client computer, thus necessitating significant effort network-wide.

The typical network in an office has numerous desktop PCs and pockets of notebook/PDA users that will
require a very able network administrator who will keep track and manage the pool of available IP
addresses. Without a means to dynamically allocate IP addresses to these clients, whenever a client PC or
a notebook user goes offline, the IP address allocated to the user will never expire even though he may no
longer be around. This inevitably consumes a scarce network resource.

At a glance, DHCP has a number of advantages over manually entering addresses:

e |t eliminates the need to visit each desktop for IP address maintenance.

e |treduces support time due to standardized IP numbering schemes.

e |t improves control over access to DNS resources, since the DHCP server can assign which DNS
name server to use.

Hence, as a network administrator of the modern-day computer network with inhomogeneous make-up,
DHCP would help you better manage the otherwise scarce range of IP addresses and reduce the
occurrences of potential IP address conflicts.

How does DHCP Work?

To start off, DHCP is based on a client-server model consisting two components: a mechanism for
allocating IP addresses, and a protocol for delivering specific configuration parameters from a DHCP server
to a client. A client can be any device on the network, for example, your very own workstation or a
notebook computer, or even printers. These clients can be running operating systems like Windows
95/NT/3.x or others and as they start up and attach to the network, they will obtain their allocated IP
addresses and configuration parameters from the DHCP server which you can set up.

When discussing DHCP, it is important to distinguish between static and dynamic IP addresses:

e A static address is an IP address that is entered directly into the DNS database and does not
change once it is assigned to a host machine. Most network services like file servers and Web
servers have static addresses to ease administration and increases reliability of their services.

e A dynamic address is an IP address that is dynamically assigned to a client workstation on start-up.
Using dynamic addresses dramatically reduces administration on the network because it
eliminates the need to constantly update the DNS manually. Typically this method is used for client
devices.
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There are three basic ways IP addresses can be allocated on a network:

e Manual allocation. As a network administrator, you will maintain a manually-updated DNS
database and assign addresses as required, and keeping in mind that each of these addresses
must be manually entered at each client computer.

e Automated allocation. This is an automation usually linked to a centrally-administered DNS
database that keeps track of addresses. The host assigns an IP address to a client on a permanent
basis (i.e. lease for the IP address does not expire).

e Dynamic allocation. A host assigns an IP address to a client for a limited period of time or until the
client states that it no longer needs the address and gives it back.

Having noted these distinct differences, DHCP uses the third method of Dynamic allocation to provide IP
addresses and configuration parameters dynamically to clients and services. However, to obtain an
optimal network setup, you may use a flexible mix of static IP and dynamically assigned IP addresses within
your administration.

The Delicate Art Performed

DHCP servers hold a "pool" of addresses, from all of the free IP addresses (addresses not assigned
statically) within your organization’s allocated range, which they can hand out to clients. Once the
DHCP server allocates an address to a client, it guarantees not to give that address to any another
client within a specified time. Additionally, the DHCP server tries to return the same IP address to
the client each time it requests an address.

You might be interested to
learn that each
dynamically-assigned IP

address has a lease time DHCP Client

and a renew time. The lease Address Pool 192.168.168.100 \

time is the length of time 192.148.168.100

that the client may use the Request IP addresses

192.148.168.200

assigned address before
having to check with the P R S n”;ﬁ;f:;'l‘:n |
DHCP server to see if the |
address is still valid; while
renew time, which s
DHCP Client
expressed as a percentage 192.168.168.1
of the lease time, is the DHCP Server /
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server to renew the existing DHCP Client §-
192.168.168.103

lease.
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To illustrate, if a client has an 8 hour lease time with a 75% renew time, the client will check after 6
hours to see if it can keep the address for another 8 hours. A given DHCP address can thus remain
standard on a client instead of changing at the end of each lease time.

Considering the ease of implementation and the potential benefits that can be reaped using DHCP, the
network administrator would be pleased to note that a built-in DHCP server is found in the complete range
of Ethernet router, wireless broadband gateway and access point products. Through a clever mix of
advanced features and user-friendly configuration interfaces, administering the DHCP-capable products is
a straightforward leap to simplify the modern day network management job.

To Get Going

Now that we have a good overview of the technology and understanding how DHCP can make our
computing experience more fruitful, let us take a peek at how a few easy steps can bring us a long way to
make these technologies work for us. Check out the walkthrough guides below:
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General | Advanced |

Connect using
‘ HB Intel(R) PRO/100 VE Network Connection

Internet Prot CP/IP) Properties
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LAN Setup

IP Address | 168
Network Mask | 255

DHCP Start IP Address | [168

DHCP End IP Address | 168

DHCP Gateway IP Address 0 | [0

[ Atways use these DNS servers:

Primary DNS IP Address | ||

Secondary DNS IP Address | |

DHCP Server O] %{)M

Note: Changes made will only take effect after rebooting.

[SaveJ [ Reboot] [Heip]




DHCP Technology Primer

LAN Setup
1P Address 192 1
Network Mask 746 o
DHCP Start IP Address 92 100
DHCP End 1I' Address 192 254
DHCP Gateway 1P Address [0 0 0 o
[ Always use these DNS servers:
Primary DNS IP Address 0 0 a a
Secondary DNS [P Address [0 ] 0 [
DHCP Server % Enable ) Disable

Apply | | Help

Advanced DHCP Server Opf

/

Show Actve Dhcp Leases

Ohcp Server Resananans

For this example, key in 192.168.168.99
as the IP to reserve. You will also need
to key in the Host Name and Hardware
Address corresponding to the machine
you intend to run as the FTP serve T
Then hit the "Add" button.

You will then note the following entry.
(Please see note below on how to obtain
the corresponding Host Name and
Hardware Address on the machine)

.. continued from previous page.

For step 2, within the LAN Setup screen, you
should click on "DHCP Server Reservations”
under the "Advanced DHCP Server Options".

i

IP Address: 192.165.168. 99
Hardwere Address: |00

DHCP Server Reservations

Host Name

[ Apely |

Host Name: |MARI

24 24 |54 EC

Addraess

192,.16H.16H.99 MARK

IP Address: 192.168.168
Hardwime Address

[Aad] [Heie)
DHCP Server Reservations

Host MName

Hardware Address

00:24:39:34:54:EE

Delete | Apply

Host Name:

|Add | [Halp |

Microsoft Windows KP [Uersion 5.1.26801
{C> Copyright 1985-2801 Microsoft Corp.

Mindows IP Configuration

wpe . . . .
IP Routing Enabled
WINE Proxy Enabled

Ethernet adapter Local Area Connection:

Connection—specific DN8 Suffix
Description . . . . . . . . . . . %

Default Gateway
DHCP Server . .
Lease Obtained. .
Lease Expires . .

IC:“Documents and Settings“Administrator>_

e+ Command Prompt

: Unknown

: Mo
: No

i IntelCR>

Tew

: Yes

- = 192.168.
: 255,255,
: 192.168.
: 192 8.

Tuesday.
Tuesday.

IC:“Documents and Settings“AdministratorXipconfig ~rall

PRO-188 VE Hetwork Connecti

: B8—24-39-24-54-EE

August 26. 2083 3:81:45 PH
August 26, 2883 3:83:15 PH

- |00 x]

Important Note: You can
go into the Command
Prompt on the workstation
you wish fo operate as an
FTP server, and execute

" the “ipconfig /all" command
to view the following
settings. Simply use the
Host Name and the
Physical Address indicated
in the red boxes.




